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Decode Community Insights Expertise 

Solutions Interact Business



• AI Against Covid-19

• Cyber Security Challenges After Covid-19

• AI Implementation: Cyber Defense 

• AI Implementation: Cyber Crime 

• Cyber Security in an AI-Driven World

Upcoming Next
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Post Covid-19 World Challenges 

•Developing Vaccine for Covid19

•Over utilization of medical Resources 

•Diagnosis & Consultation 

HealthCare 

•Covid19 symptoms Detection

•Providing accurate information and the required  precautions 

Mitigating the spread of the virus 

• Offices reopening

• Logistics & Supply Chain Challenges 

Business Continuity 

Cyber security 
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AI for Covid-19 Detection 

• Automatic detection of fever in crowded 
environments.

• Detect subjects coughing and sneezing. 

• Track possible symptomatic subjects. 

• Automated Detection and Tracking of Subjects 
w/o masks.

• Social distancing with visual alerts feedback.

• People counting 
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Smart Health Platform 
One Platform Supports Multiple Clinical Departments Simultaneously

Lung Nodule Diagnosis and Quantification
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Chatbots & Virtual Clinics
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Accelerating Research to Fight Covid-19

AI text and data mining tools can uncover the virus’ 

history, transmission, and diagnostics, management 

measures, and lessons from previous epidemics.

Deep learning models can help predict old and new 

drugs or treatments that might treat COVID-19.
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Supply Chain Capacity Planning & Tracking
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● The AI model will reveal any hidden relationships 
between variables that may be damaging to
efficiency.

● Prevent inventory items running out of stock.

● Prevent prolonged, unsustainably high stock 
value levels.

● Reliable and accurate ordering within a safe 
window before demand.

● Overall, significant reduction in costs.

Inventory Optimization and Demand Forecasting 
Optimize the supply level of every inventory  item 
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Cyber Security in an 

AI-Driven World
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AI & Cyber Security

Integrity
Availability

Confidentiality

CYBER 

SECURITY

AI

Cyber 

Defense

Cybercrime
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Cyber Security in an AI-Driven World

INHERENT

MEASURABLE WHOLISTIC

• All Components

• All Stages
• Universal Standards

• Comparability

• Repeatability

• Security by Design

• Security by Default
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AI Implementations in Cyber Defense
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AI Implementations in Cyber Defense
Typical Architecture of an AI Ecosystem

INTELLIGENT 
BEHAVIOUR

4

SENSORS

1

MODELING ALGORITHM

2

BIG DATA DATABASE

3
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AI Implementations in Cyber Defense
1. Threat Intelligence

Actionable 

Insights

What is the Threat?

THREAT 

INTELLIGENCE

SIEM

Real-Time Feeds

Technology Social Dark Web

SENSORS MODELING ALGORITHM

BIG DATA DATABASE

INTELLIGENT 
BEHAVIOUR

3

1 2 4

• Diverse Threat 

Data from Multiple 

Sources

• Enrichment and 

Contextualization

• Actionable 

Insights

• Risk Rating

• Security Baselines

• Threat Intelligence 

Database
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AI Implementations in Cyber Defense
2. Security Operations

SENSORS MODELING ALGORITHM

BIG DATA DATABASE

INTELLIGENT 
BEHAVIOUR

3

2 41Threat 

Detection & 

Response

Ticketing 

System

Threat 

Analysis
Unified 

Reporting

Orchestration, Analysis,  Reporting & Visualization

Historical 

Analytics

Real-time 

Analytics

Analytics EngineAssessment 

Tools

VA & PT

Compliance

Malware & Web

Client 

Specifi

c 

Data

Comm

on 

Data

Referen

ce Data 

SIEM

Data Store

SECURITY 

OPERATIONS CENTER

• Prioritized alerts

• Automated 

Incident Triage

• Organized 

Forensic 

Evidence

TRADITIONAL MSS

• SOC Alerts

• Forensic 

Investigation 

Evidence/Artefact

s

• Security Baselines

• Threat Intelligence 

Database
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AI Implementations in Cyber Defense
3. User Entity Behaviour Analytics

SENSORS MODELING ALGORITHM

BIG DATA DATABASE

INTELLIGENT 
BEHAVIOUR

3

1 2 4

• Data Leakage/IP 

Theft

• Illicit Behaviour

Network Endpoint Identity

Physical Logs HR Data 3rd Party

Feeds

Email Voice Chat, SMS

Communications

Security

Additional Parameters

ANALYTICS

EMPLOYEE PROFILE ANOMALIES

• Chat, Emails 

• Voice, SMS

• Files, Device logs

• HR Data, Identity, 

3rd Party Feeds

• Threat Intelligence 

Database
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AI Implementations in Cyber Defense
4. End-Point Detection and Response

SENSORS MODELING ALGORITHM

BIG DATA DATABASE

INTELLIGENT 
BEHAVIOUR

3

2 4

EPP Detect

Patch 

Management

Respond

Threat 

Hunting Quarantine

Disk 

Encryption IOCs

Rollback/

Removal

Sandbox 

Analyzer Logs

Process 

Termination

END-POINT DETECTION 

AND RESPONSE

• End-point 

sensors capturing 

logs, security 

status of the 

device

• Threat Intelligence 

Database

• Prioritized alerts 
(Malware, data 

theft)

• Incident 

investigation

1
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AI Implementations in Cyber Crime
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AI in Cybercrime

INTELLIGENT 
BEHAVIOUR

4

SENSORS

1

MODELING ALGORITHM

2

BIG DATA DATABASE

3

Targeted Phishing

• Tailored phishing 

link that target is 

likely to click on

• Social Profiling 

eg. FB, Linkedin, 

Twitter

• Social 

Engineering
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Cyber Security Challenges Amid Covid-19
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Cyber Security & Privacy Amid The Pandemic

Top Concerns amid Covid-19

Source: Privacy in the Wake of Covid-19, IAPP-EY Report, 2020

Understanding Cyber Security and Privacy requirements associated with 

employee remote work.

Understanding Cyber Security and Privacy requirements associated with 

requests to share COVID-19-related data.

Understanding security and privacy requirements associated with 

employee health data collection.

1

2

3

Data Subject Access Rights Paused

Right to Erasure is paused

Delayed access to judicial remedy for GDPR violations

1

2

3

General Sentiment: 

• “Cyber Security is crucial in distributed 

workplaces.

• Privacy has taken a backseat as 

beating the virus requires communal 

data sharing.”
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Top Cyber Security Priorities for Distributed 
Workplaces

Top Threats

Insider Threats

Phishing

Social Engineering

Data Loss

Cyber Security 
Technologies

End-Point Protection

File Share Security

MDM

MFA

RAVPN

Email Security

CASB

Cyber Security 
Services

Data Classification

Risk Assessment

Training and Awareness

Forensics and IR

31 2
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Contact Tracing Apps and Privacy
1

2

3

Country/

Region

Contact Tracing 

App

Reporting Covid

positive cases 

based on Consent

Reporting Covid

positive cases is 

Anonymous

USA Apple & Google Yes Yes

EU Multiple Yes Yes

India Aarogya Setu No Yes

South Korea
Corona 100m,

Corona Map
No No

Singapore TraceTogether No Yes

Source: IAPP April 28, 2020

Inference: Contact Tracing will help fight Covid-19 but at the cost of Individual Rights to Privacy. 

People must be conscious of their rights within the countries they are currently situated in.
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AI Enigma Episode 3

2nd Sep 2020 

Thank You
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Realize the Promise of Technology


