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A GROWING THREAT

e |n 2019, incidence ofiransomware increased by235%
Source: Malwarebytes, 2020

e 1.5 million new phishing sites are created every month by criminals.
Source: Webroot, 2017

e 24% of firms experience weekly ransomware attacks; for 18% it’s
daily
Source: ESG, 2020

e The average ransomware demand was $233k in the third quarter

2020

Saurce: Coveware Q3 ransomware report
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e A I\/IULTI BILLION DOLLAR BUSINESS'IN 202

"Global travel fmanual services company - S6 m|II|on
\ ?.'Strateglc US defe.nce contracton- $500,000 AT
)\ U’S’u_nlyenrsny $1.14 million
International travel services provider - $S4.5 million
Argentine government agency - $4 million
Pakistani energy supplier - $3.8 million
Multinational energy company - $14 million



HPE’S TIERED STORAGE PORTFOLIO
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HPE Primera
HPE Nimble
HPE SimpliVity
HPE MSA

MISSION CRITICAL

* HPE StoreOnce

OPERATIONAL * HPE StoreEasy

* Cloud Volumes
* HPE StoreEver Tape Storage

LONG TERM

ARCHIVAL

* HPE Storage Media




_ X The best approach is to focus on defense in depth
h ;and have séveral layers of security as there IS NO
smgle method to prevent compromise or
exploitation.”

FBI Spokesperson in interview with ‘Bleeping Computer’ Magazine



MAKE HPE STOREEVER  TAPE YOUR LAST LINE OF DEFENCE
AGAINSTTHE T e AN S OMVARE



- RANSOMWARE AND THE 3-2-1-1 RULE

N | —



BUILD A CIRCULAR FORTRESS
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Maintain patches and antivirus
software on end points.

Use different credentials

for backup system access and
different backup file systems
(Veeam and HPE Storage).

Isolate backup stores from ransomware
command and communication
sets (StoreOne Catalyst).

Deploy immutable object
storage (Scality RING).

Extend backup depth using the cloud
(HPE Cloud Bank Storage and HPE Cloud Volumes)

Use LTO tape to create an air gap
that ransomware cannot breach
(HPE StoreEver LTO tape).
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LTO LETS YOU RECOVER FAST!

* LTO-8 can store up to 30 TB per tape
e Compressed speeds of up to 750 MB/

e Copy a 1 PB archive onto 80 LTO- 8
cartridges

e Ship anywhere in hours or days

INRAMN:



AN HPE STOREEVER MSL3040
COSTS LESS THAN $30K FOR 100 TB
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CONFIGURATION EXAMPLES FOR RANSOMWARE DEFENCE

— HPE STOREEVER MSL3040 TAPE
Hewlett Packard LIBRARY SOLUTIONWITH 500 TB LTO-8 MEDIA

For Med Szed/Corporate Businesses

Enterprise

s HPE VL 3040 i M Support
WIS QCI HPE N Tapohsure Adence irce Suppart
HUMAD VIS HPENSL 3040 Dpenson ke Sppcrt
firee HPE btltin a Surt.pSenice

FATMAL 505 HPEStrkver ML2OMAO0ABA040 Sarup Senke

ESTIMATEDENDUSERCOST  $83,100

= HPE STOREEVER MSL3040 TAPE
Hewlett Packard LIBRARY SOLUTIONWITH 480 TB LTO-7 MEDIA

Ente
nerprise For Medium Sized Businesses

CESCIEE THE TG QUSTOVERTHAT
TASSAUTCWIADATS
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ESTIVATEDENDUSER COST  $63,500

hpestoragesupplies.com
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DESCRIBETHE TYPICAL QUSTOMER THAT
THISSOLUTIONWOULDRAT?

* Qustomers who are concerned about ransomwere
attacks or natural disasters and want tokeep a
copy of their dataof line.

Qustomers who may be using a standalone tape
device, or external hard drives, and who want to
move to asecure, automated backup and
archiving solution.

* Qustomerswho would like keep alocal copy of
their datato complement their existing cloud data
protection services.

For more detailed information on howto sell,
explain and overcome sales objections,

please refer to the HPE SoreBver Competitive
Battlecard at hpestoragesuppliescom

HPE STOREEVERMSL.3040 TAPE
LIBRARY SOLUTIONWITH 100 TBLTO-6 MEDIA

For Small SVIB's

EXAMPLE
GONHGURATION
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PRODUCT DESCRIPTION

HPE StoreBver M9.3040 Scalable Library Base Module

HPE CI3 - BS-1363A UK/HK/SG 250V 10Amp 183m Power Cord
HPE Medium Standard Delivery-Door/Dock Service

HPE SoreBver ML LTO-6 Ultrium 6250 SAS Drive Upgrade Kit
HPE SoreBver MI.3040 Upgrade Power Supply Kit

HPE SASMin-Min 1x-4m Cable Assembly Kit

HPE StoreEver ML TapeAssure Advanced Bectronic Licence
HPE Installation Service

HPE ProLiant Add On Options Install Service

HPE SoreBver Drive Power Supply Cord Install Service

HPE LTO-6 Ultrium 6.25TB MP RW Non- Qustom Labelled Data Cartridge 20 Pack
HPE Installation and Startup Service

HPE StoreBver MI.2024/4048/3040 Sartup Service

HPE 3Y Foundation Care 24x7 Service

HPE M. 3040 Base Module Support

HPE Ultrium Universal Qeaning Cartridge

ESTIMATED END USER GOST

$27900

Based on HPE Corporate Price List pricing as of 1/9/20. Actual invoice price may be diif erent.




86% cheaper than all-public cloud
$2.358M versus $S329k

82% cheaper than all-disk
S1.803M versus $S329k

—1 For 1 PB archive growing at 10% CAGR + 3% retrieval per month

IN “RAINI:



SOCIAL ACCOUNTS AND WRAPUP

w twitter.com/tapevine

in in<edin.com/in/andreW-dod‘d/
com/in/nassrin-schott-40129675/

inkedin.
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DEFEND YOUR STRATEGIC STORAGE!

— Your customer needs tape

— If they can’t buy it from you, they will
buy it from a competitor

— Does the conversation stop there?

— Missing tape is an open door for
competition to enter




HORIZON DIGITAL CAMPAIGN LAUNCHING THIS WEEK

ingramhorizon.com > learn > HPE Solutions > Storage > HPE StoreEver

IN“RAM |

e || seoue. i HPE StoreEver
Lower TCO with no
additional costs. ) 4
Take advantage! i\v

TECHNOLOGY
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IN“RAM: The right tool for the right storage job
HPE StoreEver

Thin k you know Perfect for mid-to-long term data storage, IN m i

HPE StoreEver tape storage is a cost

tape sto rage? effective, secure and flexible storage HPE StoreEver

solution that compliments and completes

H i 1 any tiered storage portfolio.
Think again! = g &, 4 Long term backup
e

o W that's easy to 4} ¢
A ] =t access & manage. Y/
The right tool for the right storage job

B

The right tool for the right storage job

IN“RAM et Pacans

Eraerpone

HPE StoreEver ' g' <
A critical part of ﬁﬁ
any data storage & a *®

protection strategy. M/ L
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— Visit https://ingramhorizon.com The right boolfor thefight SRRk



https://ingramhorizon.com/

TAPE TUESDAY — RESELLER WEBINAR SERIES

1'G: LV H HewlttPackard

(DTAPE TUESDA

Data Protection — ;

REGISTER TODAY: REGISTRATION
WEBINAR 2 English Link:
_ _ Howet ackrd https://ingramhorizon.com
Ransomware —Is There A Magic Wand Solution,
And If So, What Is It? [ul/resources/tape-
’ ' tuesda
Date: 24 November ety
Time: English—10am CET; German—2pm CET S —— .
/ - German Link:

WEBINAR 3 https://ingramhorizon.com
“You Cannot Change The Laws Of Physics” — Why /at/resources/tape-
All Roads In The Zettabyte Era Lead To Tape & Ererse tuesday

QOTAPE T
Date: 8 December ————— o
Time: English—10am CET; German—2pm CET “You Cannot Change The

Laws Of Physics” — Why Al

. /
e
Roads In The Zettabyte Era
Lead To Tape REGISTER TODAY!
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https://ingramhorizon.com/uk/resources/tape-tuesday
https://ingramhorizon.com/at/resources/tape-tuesday
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